NudopmanoHHas naMATKa i odyuaromuxcsa(MHTepHeT-
pecypchbl)

C Ka)KZIbIM TOZ,0OM MOJIOZIE’KH B MHTEPHETe CTAHOBUTHLCS OOJbIIIe, a IKOTbHUKH OJHUA U3 CAMBIX
aKTUBHBIX MO/b30Baresnei Pynera. Mexay TeM, TOMHMO OFPOMHOIO KOJIMUeCTBa BO3MOXHOCTEH,
WHTEpHeT HeceT ¥ NpobiemMbl. JTa MaMsTKa J0/DKHA IIOMOYb Tebe 6e30T1acHO HaXOJUTHCS B CETH.

KoMmnbroTepHble BUPYChI

KoMmribtoTepHbIi BUPYC — 3TO Pa3HOBUJHOCTh KOMIBbIOTEPHBIX TIPOrPaMM, OT/IMYUTETbHOU
0C00EHHOCTBIO KOTOPOH SIBJISIETCST CITOCOOHOCTE K Pa3MHOXKEHHIO.

B pononHeHre K 3TOMY, BUPYChl MOTYT IMOBPEIUTh WX TIOTHOCTbIO YHUUTOXKHUTE BCe (aiiyibl U
JlaHHbIe, TIOAKOHTPOJIbHBIE T10/Th30BaTe/II0, OT UMEeHHU KOTOPOTro Oblia 3arylleHa 3apakKéHHast
Mporpamma, a TakXKe MOBPeJUThb WU/IH /la’ke YHUUTOXKUTh OMePaljuOHHYI0 CUCTEMY CO BCEMU
daiinamu B 1jesioM. B GOJ/IBIIIMHCTBE C/TyyaeB PaclpoCTPAHSIOTCS BUPYChI uepe3 WHTepHeT.

METO,IIBI 3dllUTHI OT BPEeAOHOCHBIX IMPOrpaMM:

1. Vcnonb3yil coBpeMeHHbIe OrepaliiOHHble CUCTEMbI, UMEIOIIe CepPbE3HbIN YPOBEHb
3alUThI OT BPeJOHOCHBIX IIPOrPaMM;

2. TlocTosiHHO ycTaHaBnMBal natuu (1{udpoBkIe 3arIaTKu, KOTOpble aBTOMaTUueCKy
yCTaHaB/IMBAIOTCS C LeJIbI0 10pabOTKH MPOTrpaMMbl) U IpyTHe 0OHOB/IEHUs CBOei
OreparfioHHOM crucTeMbl. CKauMBak MX TOTBKO C 0hHI[HabHOTO caiiTa pa3paboTurka
OC. Eciu cy1iecTByeT peXXMM aBTOMaTHUeCKOTO OOHOB/IEHUS, BK/IIOUU €T0;

3. Paboraii Ha CBoeM KOMITbIOTepe T107; TIpaBaMH T10/1b30BaTerIs, a He aJMUHUCTPATopa. JTO
He T03BOJIUT OO/BLIMHCTBY BPEJOHOCHBIX ITPOrPaMM WHCTA/IZTUPOBAThCsI HAa TBOEM
IepCOHAIbHOM KOMIIBIOTEPE;

4. Wcnonb3yl aHTUBUPYCHbIE TIPOrPaMMHbIe MPOAYKTHI U3BECTHBIX MPOU3BOUTE e, C
AaBTOMaTUUeCKUM OOHOB/IEHHEM 0a3;

5. OrpaHuub pU3NYECKU AOCTYI K KOMIIbIOTEPY /il [IOCTOPOHHUX JIUL;

6. Vcnonb3yii BHelLlIHWe HOCUTeIM MH(POPMaLMH, TakKue Kak (/elka, JUCK UK (aida u3
WHTepHeTa, TOJIbKO U3 MPOBePeHHbIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIbIOTepHBIe (haiisibl, TTOMyUeHHbIE U3 HeHa/1E)KHBIX UICTOUHUKOB. [laxke
Te (paiisibl, KOTOpbIe MPHUC/Iaa TBOWM 3HAKOMbIH. JIyullle yTOUHU Y HEro, OTIPaB/IsiI JIU OH
Tebe ux.

Cetu WI-FI
Wi-Fi - 3T0 He BU/I Tiepe/iauy JAHHBIX, HE TEXHOJIOTHS, a BCETo v OpeHy, Mapka. Eije B 1991

roZly HUZiepsaH/ickast KomrnaHus 3aperucrpupoBana 6peny « WECA», uto 0603Hauano
coBocouetanue «Wireless Fidelity», koTopbiii lepeBoAUTCS Kak «OecrpoBOiHasi TOUHOCTh».



[o Hailero BpeMeHH Jo1ijia Aipyras abOpeBuarypa, KOTopas SIBISIeTCSI TAKOU yKe TeXHOJIOTHeH.
910 abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObL/IO JaHO C HAMEKOM Ha CTaHZAPT BBICILINH
3BYKOBOM TexHUKM Hi-Fi, UTO B mepeBo/je 03HauaeT «BbICOKAsi TOUHOCTb».

[Ia, GecriaTHBI MHTEPHET-/IOCTYTI B Kade, OTe/sIX U a3pOropTax sB/sSeTCs OTIMYHON
BO3MO)KHOCTBIO BbIXOZIa B UHTepPHeT. Ho MHOTHe 3KCIIePThI CUMTAOT, UTO 00I11ief0CTynHbIe Wi-Fi
CeTU He ABJIAI0TCH 0e30MmacHbIMU.

CogeThl 110 6e30macHOCTH paboTe B 00IIe[OCTYITHBIX ceTssx Wi-fi:

1. He nepezagaii cBoro MMuHy0 UHGOpMaluio uepe3 obiregoctynHbie Wi-Fi cetu. Paboras
B HUX, JKeJIaTeJIbHO He BBOAUTh MapO/IM [JOCTYTIA, IOTHHBI U KaKhe-TO HOMepa;

2. Wcnonb3yit u 0O6HOBJISIIE aHTUBUPYCHBIE TIPOTPAaMMBbI U OpaHAMay3p. TeM camMbIM Thbl
oGe3ormacuilib cedst OT 3aKayku BUpyca Ha TBOe yCTPOMCTBO;

3. Tlpwu ucnons3oBanun Wi-Fi otkmoun ¢pyHKIm0 «OO0Imid 0CTYT K daiiiaM 1
nipuHTepam». [laHHasi pyHKLMS 3aKphITa [10 YMOIUYaHHIO, OIHAKO HEKOTOphIe
T10/1b30BaTe/IN aKTUBUPYIOT eé 7171 yi06CTBa MCIonb30BaHus B paboTte uu yuebe;

4. He ucnons3yii mybnuuneiid WI-FI a71st mepeauu TMUHBIX JaHHBIX, HAIPUMeEP /IS BBIXOZA
B COLMasbHble CeTU WY B 3/IeKTPOHHYIO I10UTY;

5. Wcnonb3y# TonbKo 3aiuiieHHoe coenuHenue uepe3 HTTPS, a ve HTTP, T.e. mpu HaGope
BeO-a/[peca BBOJU UMeHHO «https://»;

6. B mobunbHOM TesiedoHe OTKMIOUN GyHKIMIO «[TogkmroueHre K Wi-Fi aBTomMatuueckm».
He pomyckaii aBTOMaTriueCcKoro MofK/IFOueH s yCTporcTBa K cetsiM Wi-Fi 6e3 TBoero
coryacusi.

Conua/ibHbIe CeTH

CormanbHble CeTH aKTUBHO BXO/ST B HAIITy >KHW3Hb, MHOTHE JIFOAW PAOOTAIOT U )KUBYT TaM
MOCTOSTHHO, a B Facebook y>xe 3apeructpupoBaH MWIIMap/, UeioBeK, UTO SIBSIeTCS OHOM
ceZIbMOU BCeX JKUTe/Iel TIaHeThl.

MHorue 1ojib30BaTe/ i He MOHUMAIOT, UTO UH(OPMAaL¥si, pa3MelljeHHast UMH B COLIMATbHBIX
CeTsX, MOXET ObITh Hali[ieHa ¥ UCI0/Ib30BaHa KEM YrOJHO, B TOM UKCJie He 06s13aTe/IbHO C
GmaruMu HaMepeHHUsIMU.

OCHOBHBIE COBETHI 10 0€3011aCHOCTH B ConMa/IbHBIX CeTAX:

1. OrpaHuYb CITUCOK Apy3ei. Y Tebsi B APY3bsiX He AO/DKHO ObITh CTyUYaliHBIX U
He3HaKOMBIX JIFOZlel;

2. 3auminai CBO YaCTHYIO XU3Hb. He yKa3biBali maposu, TesiedoHsl, afipeca, aTy TBOero
POXKJEeHUs U IPYTYIO JINUHYIO MH(OPMALHIO. 3/T0YMBIIIIEHHUKH MOTYT UCTIO/Ib30BaTh
Jaxe WHGOPMAI[UIO O TOM, KaK Thl U TBOU POAUTE/H TJIaHUpYeTe MPOBeCTU KaHUKYIIbI;

3. 3auuinai CBO pernyTaliio - IeP>KU ee B UMCTOTe U 3a/jaBaii cebe BOTIPOC: XOTes Obl ThI,
yTo0BI JpyTHe 10JIb30BaTe/H BU/E/H, UTO Thl 3arpykaelb? [Togymaii, ipex/e ueM 4rto-
TO OIyOJ/IMKOBaTh, HAMMUCATh U 3aTPY3UTh;



4. Ecnuy Tl TOBOPULIB C JIFOABMH, KOTOPBIX He 3Haelllb, He UCT0/b3yi CBOe peasibHOe UM U
JPYTYI0 JIMUHYO UH(GOPMALIMK: UMsI, MECTO >KUTeJIbCTBA, MeCTO yueObl U rpouee;

5. W3beraii pasmerttienus otorpacuii B IHTepHeTe, re Thl M300pakeH Ha MECTHOCTH, TI0
KOTOPOU MOXKHO OTpe/le/IUTh TBOe MeCTOIO/I0XKEHHUE;

6. Ilpu peructparyy B COL[HA/ILHON CETU HEOOXOUMO UCIT0/Ib30BaTh CJIOXKHbIE TTapOoJIy,
cocTosiiye u3 OyKB U LUQP U C KOJTMUECTBOM 3HAKOB He MeHee 8;

7. Jlns coLManbHOM CeTH, TOYTHI M IPYTHUX CAUTOB HEOOXOMMO HCIOb30BaTh pa3Hble
napony. Torga ecny Tebst B3/10MaroT, TO 3/I0YMbILLIEHHUKH T10/Ty4ar JOCTYIT TOJbKO K
OZIHOMY MECTY, a He BO BCe Cpasy.

J/IeKTPOHHbBIE [JeHbI'!

OJeKTpOHHbIE [IeHbI'M — 3TO OUeHb Y00HbIN Crioco0 miaTexeid, OAHAKO CYIIeCTBYIOT
MOILIIEHHUKHU, KOTOPbI€ XOTST MOTYUYUThb 3TH JEeHbIU.

3]’[6KTPOHHLI€ JAEeHbI'M MOABU/IMCh COBCEM HEAdaBHO U KMEHHO H3-3d 3TOI'0 BO MHOT'UX
rocyapCrBax A0 CHUX IMOP He MPOIMKMCAHO IIPO HUX B 3dKOHAX.

B Poccuu ke oHM QYHKIIMOHUPYIOT M O HUX Y’Ke TPOTMCaHO B 3aKOHe, T/ie UX pa3fessioT Ha
HEeCKOJIbKO BH/IOB — aHOHHMMHbIE U He aHOHUMHbIe. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX pa3pelliaeTcsi MPOBOJUTH ornepaluu 6e3 naeHTH(UKaLMK M0/Ib30BaTeIs], a B He
AQHOHHMMHBIX H/IeHTHU(HUKALIMH T10/1b30BaTesIsl SIB/ISIeTCsl 00s13aTeTbHOM.

Taxoke crefyeT pa3nvuarh 371eKTPOHHbIE (MaTHbIe 1eHbI'W (PaBHbI TOCY/IapCTBEHHBIM BaIlOTaM)
Y 57IeKTPOHHbIe He(puaTHbIe JeHbIY (He paBHbI FOCY/|apCTBEHHBIM BaJIFOTaM).

OcHOBHBIE COBeTHI TI0 Oe30TacHOM paboTe C 31eKTPOHHBIMU /IeHbTaMHU:
1. TIpuBsDKM K cueTy MOOW/IbHBIN Tesie)oH. DTO CaMbli yIOOHBIN 1 ObICTPBIH CIIOC00
BOCCTAHOBMTbD JIOCTYTI K cueTy. [IpuBs3aHHbBIN TesieOH TOMOXKET, ecyiv 3a0y/iellb CBOU

TIaTeXXHbIN MapoJib WX 3aii/ielllb Ha CaliT C He3HAKOMOTO YCTPOMCTRA;

2. Wcnonb3yit ogHOpa3oBble maposu. [loce repexofia Ha yCU/IEHHYIO aBTOpH3aLuio Tebe
yXKe He OyzleT yrpoXkaTh OMaCHOCTh KPaKH WM TiepexBaTa I/IaTe>KHOTO T1apoJis;

3. Bribepu cs10kHBIM TIaposb. [IpecTynHKaM OyzieT He ITPOCTO yraziaTh C/I0XKHBINA TIapOib.
HapexxHble 1apo/ii — 3TO NapoJiy, KOTOpbIe COLeprKaT He MeHee 8 3HaKOB U BKJ/IFOUAlOT B
ce0st CTPOYHBIE U TTPONUCHBIE OYKBBI, (Pl ¥ HECKOIBKO CUMBOJIOB, TaKHe KaK 3HaK
Jonnapa, GyHTa, BOCK/IMIATe/IbHBIN 3HaK U T.I. Haripumep, $tROng!;;

4. He BBOAM CBOY JIMYHbBIE [JaHHbIE HA CaliTax, KOTOPHIM He [J0Bepsielllb.

JJ/IeKTPOHHAA MouTa

BJIEKTPOHHHH o4uTa — 3TO TEeXHOJIOTHS U TIpeA0CTaB/IAeMbIe €10 YC/IYT'U I10 IIepeChblIKe U
MOJIy4YeHHIO 3/IEKTDOHHBIX COO6LL[EHI/II>1, KOTODbIE pacCripenesdaroTCs B KOMHB}OTEPHOﬁ CeTH.

OOBIUHO 3/IEKTPOHHBIM MMOYTOBBIN SIMIMK BLIIISIAUT C/IEAYIOIIMM 00pa30oM:
VMS$1_TI0/b30BaTesi@uMsi_/IoMeHa.



Tax>ke KpoMe Tepejjau IIPOCTOr0 TeKCTa, UMeeTCsl BO3MOXKHOCTD Tepe/jaBaTh (Pailsibl.
OcHOBHBIE COBeTHI 110 Oe30macHOM paboTe ¢ 3/1eKTPOHHOM ITOUTOM:
1. Hazo BbIOpaTh MpaBW/IbHBIN TOUTOBBINA C€PBUC. B MHTEpHeTe eCTh OrPOMHBIN BEIOOD
OecrIaTHBIX TTIOYTOBBIX CEPBUCOB, OHAKO JIyUIlle ZIOBEPSITh TEM, KOTO 3HAelllb U KTO

TepBbIii B PEUTUHTE;

2. He yka3biBaii B TMYHOM MouTe JMUHYO WHbopMaLyio. Haripumep, mydiiie BbIOpaTh
«MYy3bIKa/IbHbIN_(haHat@» umu «pok2013» BMecTo «Temal3»;

3. Ncnonb3yi [ByX3TanHy0 aBTOpH3aL{iio. DTO KOI/ja IOMUMO Maposist Hy)KHO BBOJUTB KOZ,
NIpUCbUIaeMblii o SMS;

4. BbIOepH CIIOKHBIN TTap0JTh. [1J1 KaXK/J0T0 TIOUTOBOTO SAIIMKA JO/DKEH OBbITh CBOM
HaJ|eXXHbIW, YCTOMUMBBIN K B3/IOMY MapO/ib;

5. Eciu ecTh BO3MO)XHOCTb HammcaTb CaMOMY CBOU JIMUHBIM BOTIPOC, UCTIOIb3yH 3Ty
BO3MO)KHOCTb;

6. Vcrnonb3yli HECKOMBKO TTOYTOBBIX SIUKOB. [1epBblii /17151 UaCTHOM MepernucKu C
aZipecaTamu, KOTOPBIM ThI IoBepsielllb. TO 1eKTPOHHBIN afipec He HaJj0 UCII0/b30BaTh

MpU perucTpanuu Ha hopymax u cauTax;

7. He oTKpbIBail (aiisibl U ApyTHe BIOKEHUS B TMCbMaX Jiayke eC/I OHU MPUILTU OT TBOUX
npy3ei. Jlyuiiie yTOUHH y HUX, OTIPABISUTH JIK OHU Tebe 3TU (haitsibr;

8. Tlocse okoHYaHUsT pabOTHI Ha TIOYTOBOM CEpPBHCE Tepe/] 3aKPhITUEM BK/Ia/IKUA C CAUTOM He
3a0y/p HaXKaTh Ha «BbIATH».

KubepOy/UTHHI WM BUPTya/IbHOE U3/]eBaTe/IbCTBO
KubepOy/niuHr — ripec/ieioBaHie COOOITIEHHSIMU, COZeP>KALl[UMU OCKOPOJIEHHS], arpecCHto,
3anyTMBaHKe; XYJUTaHCTBO; COLMaTbHOe OOMKOTHPOBAHHUE C MIOMOILL[BIO PA3/IMUYHBIX UHTEPHET-
CEepBHCOB.
OcHOBHBIe COBeTHI 110 60prbe ¢ KrbepOy/IMHTOM:
1. He 6pocaiics B 601. JIyuimii crioco6: mocoBeTOBaThCs KakK cebsi BECTH U, eCJTH HeT TOTO,
K KOMY MOKHO 00paTUTBLCSI, TO BHauasie yCIIOKOUTbCA. E.C/IM Thl HAUHEIIh OTBEYaTh
ocKopO/ieHUsIMU Ha OCKOPOJIEHHS, TO TOJILKO elrje O0JIbIie pa30oXiKellb KOH(IHKT,;

2. Ympansi cBoeli KubepperyTalyei;

3. AHOHMMHOCTh B CeTH MHUMas. Cy'LLIECTBy'I-OT CITI0COOBI BBISICHUTB, KTO CTOUT 3d
dHOHMMHBIM dKKAYHTOM;

4. He cTouT BeCTH XyTMTaHCKUM 00pa3 BUPTYa/IbHOU KU3HU. IHTepHeT hUKCUPYeT Bce
TBOU JIEWCTBUS U COXPaHSIeT UX. YIaIUTh UX OyleT KpaliHe 3aTpYJHUTE/THHO;

5. Cobmrozaii CBOM BUPTYabHYIO UeCTh CMOJIOAY;



6. UrHopupyii efuHIYHBIN HeratuB. OHOPa30BbIe OCKOPOUTEeIbHbIE COOOIIeHHS JTyIlie
urHopupoBarb. OOBIUHO arpeccust TipeKpalljaeTcst Ha HayaabHOM CTaziuu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHBIMHU COOOIIEHUSIMH, B COL[HA/TBHBIX
CeTsIX eCTb BO3MOXKHOCTb OJIOKMPOBKH OTIIPABKH COOOIIEHUI C OTIpe/ie/IeHHbIX aipecoB;

8. Ecm ThI cBUzleTenb KbepOysutiHra. TBoU [1eiiCTBUS: BLICTYIIUTH MIPOTHB
TIpecJiefioBaTe’isi, TOKa3aTb €My, UTO ero AeHCTBYUS OL|eHHBAIOTCSl HeTaTUBHO, TIO/Iep>KaTh
KepTBY, KOTOPOM Hy’>KHa TICHX0JIOTMYeCKasi TOMOIL[b, COOOIIUTE B3POCIIBIM O (haKTe
arpeCcCUBHOTO TIOBe/IeHUsI B CETH.

Mob6unbHbIN TesiedoH
CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COAEpyKaT B cebe BIIO/THe B3POC/IbIA GYHKLMOHA, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMIbloTepamMy. OZIHAKO, CPeZCTB

3aIUTHI [J1s TIOA0OHBIX YCTPOMCTB MOKa OYeHb Masio.

TecTrpoBaHUe ¥ MOWCK YSI3BUMOCTEM B HUX MPOMCXOAUT He TaK MHTEHCUBHO, Kak st [1K, To xe
caMoe KacaeTcsi U MOOU/TbHBIX TTPUIO’KEHUH.

CoBpeMeHHbIe MOOWU/IBHBIE Opay3epbl yKe IMPAKTHUeCKH JJOTHAIM HAaCTOMbHBIE aHA/IOTH, OFJHAKO
paciipeHye GyHKIMOHa/A B1eueT 3a 000 OObIIIYI0 C/I0)KHOCTh ¥ MEHbILYIO 3allUIIeHHOCTb.

[aneko He BCe POM3BOAMTE/TU BHIMTYCKAIOT O0OHOB/IEHHS, 3aKPhIBAIOII[ie KPUTHUECKHEe
YA3BUMOCTH [JI51 CBOUX YCTPOWCTB.

OcHOBHbIE COBeTHI [ij1si 6e30macHOCTH MOOUIBHOTO TesledoHa:
1. Hwuuero He sIB/IsSIeTCS MO-HACTOsIeMY OecriiaTHBIM. ByZib 0CTOpOXKeH, Be/ib Korja Tebe
Tpe/i/laratoT OeCryIaTHBINA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO T/IaTHbIe

yCJIyTH;

2. [ymaii, ipexzie uemM oTrpaBUTh SMS, dhoto wiu Buzieo. Thl TOUHO 3Haelllb, IJje OHU
OyZyT B KOHEUHOM UTOTE?

3. HeobxoznrmMo 06HOB/ISITH OMEPaLIOHHYI0 CUCTeMY TBOEro cMapT(oHa;
4. Vicrionb3yl aHTUBUPYCHBIE MPOrpaMMBbl /17151 MOOU/TbHBIX Tesie()OHOB;

5. He 3arpyskaii Npuio)KeHUst OT HEU3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT COJI€PKaTh
Bpe/JOHOCHOE TIpOrpaMMHOe obecTieueHue;

6. Ilocse TOro Kak Thl BbIi/I€llb C CaiiTa, Te BBOAW/I JUUHYIO UH(OpPMaI[1IO, 3ai/iU B
HaCTpOWKM Opay3epa u yzanu cookies;

7. TleproauuecKy MpoBepsiii, Kakue MJlaTHble YCAYT'M aKTUBUPOBAHbI HA TBOEM HOMepE;

8. [aBaii cBoi HOMep MOOM/ILHOTO TesiedhOoHa TOJTBKO JIHOZSIM, KOTOPBIX Thl 3HAeIllb U KOMY
JlOBepsielllb;

9. Bluetooth momkeH ObITH BHIK/TFOUEH, KOT/Ia Thl UM He T0Jb3yellibcs. He 3a0bIBaii uHOTIA
TIPOBEPSITh 3TO.



Online urpsi

CoBpeMeHHbIe OHIaWH-UTPBI — 3TO KPaCOYHbIe, 3aXBaThIBAIOLI[1e Pa3B/ieyeHus], 00beJUHSIOLIIe
COTHM THICSIY YeJ/IOBeK 10 BceMy MUPY. ITPOKM UCCIeAYIOT JaHHbIN UM MUP, 00LL[at0TCsl APYT C
ZPYTOM, BBITIO/IHSIFOT 3a/laHus], CPaKAI0TCsI C MOHCTPAaMH U TIO/Ty4aloT OIbIT. 3@ Y/[0BO/ILCTBHE
OHH T/IaTAT: TIOKYTIAl0T AMCK, OTJIAYMBAOT abDOHEMEHT WJTH MPUOOPEeTAr0T KaKhe-TO OTILIUH.

Bce 5T cpezicTBa MAYT Ha NOZAepyKaHKe U Pa3BUTHeE UTPbI, a TAKKe Ha caMy 0e301acHOCTb:
COBEPIIIEHCTBYIOTCS] CUCTEMbI aBTOPU3aL{1H, BBITYCKAlOTCSl HOBBIE MaTuM (LM poBble 3ariaTku

JJ151 IPOrpaMM), 3aKpbIBatOTCS YSI3BUMOCTHU CEPBEpOB.

B HO,E[O6HI:IX Hrpax CTOUT OINdCaTbCA He CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPAXXKH TBOETr0
MapoJ/id, Ha KOTOPOM OCHOBdHA CHUCTeéMd dBTOpHU3dLIUH OOJILILIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 6€30ITaCHOCTH TBOETO HUI'POBOI'0 dKKdYHTa:

1. Ecnm apyroii Urpok BefieT ce0si MJI0X0 UK Co3/aeT Tebe HelpPUSITHOCTH, 3a0/I0KUPYH ero
B CITUCKE UTPOKOB;

2. Tloxanyiica afMUHUCTpaTOpPaM Urphl Ha [JI0X0e MOBeJileHHe 3TOr0 UTPOKa, KeJlaTe/IbHO
MIPUJIOKUTh KaKHe-TO Jl0Ka3aTe/bCTBa B BHZle CKPUHOB,;

3. He yka3sbiBaii 1nuyHyt0 HH(GOPMALIO B TIpodalisie Urpsbl;
4. YBaxkall APyrUx yuyaCTHUKOB I10 UTPE;

5. He ycraHapnvBaii HeodulMaibHble TTaTUd U MO/IbI;

6. Vcronb3yl C/0)KHBIE U pa3Hble TapoJiy;

7. [daxe BO BpeMsl UIPbI He CTOWUT OTKJ/IFOYATh aHTUBUPYC. [T0Ka ThI Urpaelis, TBOU
KOMIIbIOTEP MOT'YT 3apasuTh.

DOUIIUHT WA KpdiKa JIMYHbIX JdHHbBIX

OOBIuHOM Kpa)KEﬁ AeHer U JOKYMEHTOB CeroiHd y>xke HUKOIro He yAWBHWIb, HO C Pa3BUTUEM
I/IHTEPHET-TEXHOJIOFI/Iﬁ 3/IOYMBILIVIEHHUKH TT€PEMECTHU/IMCh B UHTEDHET, U MPOJO/DKAIOT
3aHUMAaTLCA «TFOOUMBIM» Ae/10M.

Tak mosiBUIach HOBasi yrpo3a: MHTePHeT-MOIlIeHHUUeCTBa WK (PUILIKHT, T/IaBHasl Lie/lb KOTOPOTro
COCTOUT B TOJTyuYeHUH KOH(HeH[MaIbHBIX JaHHbIX M10/Ib30BaTe el — JIOTMHOB U Tlaposieil. Ha
aHITUICKOM s13bIKe phishing unTaercs kak dumumnr (ot fishing — peiOHas 0B, password —
TapoJib).

OcHOBHBIe COBeThI 10 60pb0e € PUILIIHTOM:
1. Cnemu 3a cBouM akkayHTOM. Ec/ii ThI TIOfI03peBaelilb, UTO TBOSI aHKeTa Oblia B3/I0MaHa,
TO HeO0OX0JUMO 3ab/I0OKUPOBaTh ee ¥ COOOIIUTh aZIMUHUCTPATOpaM pecypca 06 3TOM Kak

MOXXHO CKOpee;

2. Ucronb3yii Ge3omacHbie BeO-CaliThI, B TOM UKC/ie, UHTEPHET-Mara3uHoOB U TIOMCKOBBIX
cucTeM;



3. Ucronb3yii crokHBIE ¥ pasHble raposy. Takum obpas3om, eciu TeOst B3/IOMAlOT, TO
3/I0YMBIIJIEHHUKH TI0/Iy4YaT JOCTYM TOJIBKO K OZHOMY TBOEMY NMpPO(U/IIO B CETH, a He KO
BCEM;

4. Ecnu Tebst B3710Masi, TO HEOOXOUMO TIPeAYTIPeUTh BCEX CBOMX 3HAKOMBIX, KOTODbIE
nobaB/ieHbl y TeOsI B IPy3bsiX, O TOM, UTO TeOsI B3/IOMajiv U, BO3MOKHO, OT TBOEIr0 UMEHU
OyzieT pacchlIaThCsl CTlaM U CChUTKM Ha (PUILIMHTOBLIE CalThI;

5. YcraHoBu HazieXKHBIH Maposb (PIN) Ha MOOWIBHBIH TenedoH;
6. OTk/II0UM coXpaHeHUe TIapoJisi B Opay3epe;

7. He oTkpbiBaii ¢aiisibl U ipyrye BIOKeHUs B TMCbMax, JaXke eCIM OHU TPUIIUTH OT TBOUX
npy3eit. Jlyuilie yTOUYHH y HUX, OTIPABISUTH JIK OHU Tebe 3TU (haitsibl;

HudpoBas penyranus

Ludporast peryTaLys - 3TO HeraTWBHasi WM MO3UTUBHAast MHPOPMaLUsi B CeTH 0 Tele.
Kommnpometupytoiriast nH$opmariusi, pa3MelijeHHasi B MTHTEPHeTe MOXKeT Cepbe3HbIM 00pa3om
OTpa3UThCs Ha TBOEM peaslbHOW YKU3HHU.

«Iundposas peryTarysi» - 3T0 TBOM UMUK, KOTOPBIH (opmMHpyeTcsi U3 nHpopMariuu o Tebe B
VHTepHeTe.

TBOe MeCTO KUTe/IbCTBa, yueObl, TBOe (PrHAHCOBOe MOJIoKeHHe, 0COOeHHOCTH XapaKTepa 1
pacckasbl 0 O/IM3KKX — BCe 9TO HAaKalIMBaeTCsl B CETH.

MHorue noApoCTKY JIErKOMBICJIEHHO OTHOCSITCS K TTyO/TMKaLy THYHOW MH(OPMAaLH B
VHTepHeTe, He MOHUMas BO3MOXKHBIX NTOC/IeACTBUM. Thl layke He CMOXKeIllb JJ0ra/laThCsl O TOM,
yto ¢otorpadusi, pasmerrieHHas 5 JIeT Ha3azl, CTasaa MPUUMHOM OTKa3a MPHUHATH Tebst Ha paboTy.

KomMMeHTapuu, pa3meliieHre TBoUx ¢oTorpaduii v Apyrye AeiCTBUS MOTYT He UCYe3HYThb Jjaxe
TI0CJIe TOTO, KaK Thl UX yAalulllb. Thl He 3Haelllb, KTO COXPaHWI 3Ty UH(POPMaLUI0, Torasia Jx
OHa B MIOMCKOBBIE CUCTEMbI M COXPAaHWIACh JIU OHa, a TJIaBHOE: UTO MOAYMaroT O Tebe
OKpYKarolijee JIFOIU, KOTOpble HalAyT U YBUIAT 3T0. HaiiTy nHbOpMaI|io MHOTO JIeT CITyCTs
CMOXKeT JIt000H — Kak U3 100pbIX MOOYX/eHHi, TaK ¥ C HAMePeHHeM MPUUHUHUTD Bpe[]. DTO
MOYKeT OBbITb KTO YTOZHO.

OcHOBHbIe COBeTHI M0 3alyTe L(POoBOI pernyTaLyu:

1. Tlomymai, rpexzie ueM 4To-TO IMyO/TMKOBATh U TIepeJiaBaTh y cebsi B Gsiore wiiu B
COIL[MAJIbHOM CeTH;

2. B HacTtpoiikax npo¢us yCTaHOBU OrpaHUYeHHsl Ha POCMOTP TBOEro NMpodusisi U ero
COJIepP>KHMMOT0, Cie/1all ero TO/IBKO «Ji/Is py3eil»;

3. He pa3mernaii 1 He yKa3biBaii HHGOpPMaIHIO, KOTOPast MOYKET KOTr0o-/IM00 0CKOPOISTE WITH
00mKaTh.

ABTOpCKOe nIpaBo



CoBpeMeHHbIe IKOJIbHUKY — aKTUBHBIE T10/1b30BaTe/ i L(poBoro npocrpaHcTBa. OfHaKo
JlaJIeKo He BCe 3HAIOT, YTO M0Jib30BaHKe MHOTMMH BO3MOYKHOCTSIMU LI()pOBOTo Mupa TpedyeT
cobmrozieHus TIpaB Ha MHTEJIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «HHTeJIeKTyalbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3/IMUHbIM TBOPEHUSIM
YyesI0BeueCcKoro yma, HauMHasi C HOBBIX M300peTeHHii 1 3HaKOB, 0003HAUar0IIX COOCTBEHHOCTh
Ha MPOJYKThI U YCIYTH , ¥ 3aKaHUMBasi KHUraMmu, otorpadusiMy, KWHOPUIbMaMy U
MY3bIKa/IbHBIMU TIPOX3BeeHUSIMHU.

ABTOpCKMe TIpaBa — 3TO MPaBa Ha UHTEJIIEKTYa/IbHYI0 COOCTBEHHOCTh Ha TIPOM3Be/IeHNsI HayKHY,
JIMTepaTrypbl U UCKYCCTBa.

ABTOpCKHe TpaBa BbICTYIAIOT B KaUeCTBe FapaHTUM TOTO, UYTO UHTE/UIEKTYa/IbHbIN/TBOpUe CKUM
TPYZ aBTOpa He OyeT HarpacHbIM, [JacT eMy CIIpaBe/|iBble BO3MOXHOCTH 3apaboTaThb Ha
pe3y/ibTaTax CBOEro Tpyza, NOMYyYUTb U3BECTHOCTb Y TIPU3HAHUE.

HukTo Ge3 pa3peliieHusi aBTopa He MOXKeT BOCIIPOM3BOJUTh €r0 MPOor3Be/ieHre, paclpoCTPaHsTh,
nyO/IMYHO [1eMOHCTPUPOBATh, TIPO/aBaTh, UMIIOPTUPOBATh, ITYCKaTh B MPOKAT, MyO/IMUHO
WCTIO/THSATh, T0Ka3bIBaTh/UCIIONHATH B 3(Upe Ui pasmeljatb B IHTepHeTe.

Vcrionp30BaHMe «ITUPATCKOT0» IMMPOTPAMMHOT0 00ecTieueH st MOXKeT MPUBECTU K MHOTUM
pUCKaM: OT TMOTepH JJaHHbIX K TBOUM aKKayHTaM /10 OJIOKUDOBKM TBOETO YCTPOUCTBA, /e
yCTaHOBJIEHHBIH He JierajibHast TporpaMMa. He cTOMT Takke 3a0bIBaTh, UTO CYIT|eCTBYeT
nieranbHble U GecruiaTHbIe POrpaMMbl, KOTOPbIe MOXKHO HalTH B CETH.

O noprane

CeTeBUUOK. pd — TBOU I7IaBHBIN COBETUHMK B CETH. 3/1€Ch Thl MOXKEIIIb y3HATh O 0€30MaCHOCTH B
CEeTU MOHSITHBIM U IOCTYIIHBIM SI3bIKOM, a TIPY BOSHUKHOBEHWY KPUTUUECKOW CUTyalluu
00paTUThLCS 3a COBETOM. A TakKyKe MPUHSAThH yyacThe B KOHKYPCaX U CTaTh CaMbIM LI(POBBIM
rpakKJaHUHOM !
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